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Abstract
This deliverable details the state of the art relevant to the COMPOSE project and describes the
envisioned progress beyond the state of the art. It also points out the technological baseline for
the different aspects of the project, namely technologies that will be brought to the table by
partners at the beginning of the project development cycle. The sections of this document cover
various aspects that follow naturally from the aims of the project: These are Objects as a
service (WP2), Service-oriented software engineering (WPs 3.1, 3.2), Scalable communication
infrastructure (WP4), Security (WP5), as well as Marketplaces and app stores (WP6). Finally,
the deliverable also discusses selected finished and ongoing related research projects, showing
how COMPOSE builds on their work and advances the state of the art. In effect, the deliverable
lays out the plans of the COMPOSE project, as seen at the project’s very beginning.
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1 Introduction
In this deliverable, we detail the state of the art relevant to the COMPOSE project, and we
describe the envisioned progress beyond the state of the art. We also point out the technological
baseline for the different aspects of the project, namely which technologies will be readily
available at the beginning of the project vs. technologies that will be developed throughout the
project's lifetime. The sections of this document cover the various aspects that follow naturally
from the work structure of the project. They are:
•
•
•
•
•

Objects as a service (WP2)
Service-oriented software engineering (WPs 3.1, 3.2)
Scalable communication infrastructure (WP4)
Security (WP5)
Marketplaces and app stores (WP6)

In every section, we not only discuss the relevant state of the art, but also clearly identify the
baseline technologies that we intend to build upon, and how far we plan to go in COMPOSE.
Finally, we discuss selected finished and ongoing related research projects (SOA4All, and
iCore), showing how COMPOSE intends to build on their work and advance the state of the art.

2 Objects as a Service
2.1 State of the Art
Networked embedded devices (NEDs) include any electronic device equipped with a wireless or
wired communication interface, and various sensors or actuators. According to this definition,
various devices such as digital photo frames, mobile phones, remote controls, or networked
media players are all NEDs.
A NED application (also called pervasive application) refers then to any software application
that uses and combines in some way services offered by NEDs, for example real-time and
historic data from one (or many) energy meter(s) in a house displayed on a digital photo frame.
Even though the gap between the physical and virtual world is constantly shrinking [86],
interoperability between NEDs from different manufacturers remains limited as no unique
standard for connecting physical devices and applications prevails. A wide variety of hardware
platforms with diverse capabilities and functionalities have been developed, and often because
of commercial reasons most of these devices use incompatible communication protocols. As a
consequence, applications that integrate data and services from different NEDs usually present
numerous challenges [162]. In particular, most services and tools used both in the back-end and
front-end of such composite applications (for example: event detection systems, data processing
engines, databases, or Web interfaces) have to be customized for the devices at hand for each
project. This results in a waste of resources that could be used to design the application itself,
rather than re-implementing components that already exist and could simply be reused. As a
result of recent initiatives such as the Make magazine [87], hackerspaces [88], or FabLabs [89],
hobbyists and amateurs have been increasingly empowered to build physical computing
applications. Tools such as Processing [90] and Arduino [91] have lowered the barrier to use
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and program electronic devices, which enabled a large community of designers and developers
to create interactive applications with little technical knowledge. However, large-scale
distributed sensing applications will require reconsidering how one designs, builds, and deploys
applications that take advantage of many networked resources. Easy to use and versatile
standards for interacting with embedded devices will be essential to achieve a uniform, scalable,
and robust common ground where diverse devices and services can exchange data efficiently.
A particular class of NEDs called Wireless Sensor Networks (WSNs) consist of autonomous
sensors (also called nodes) that monitor certain physical conditions (such as temperature,
vibration, pressure or humidity). These sensors are geographically distributed and communicate
via a wireless (ad-hoc) network where data is forwarded (often via multiple hops) to a basestation. WSNs were initially used almost exclusively for scientific or research purposes (see [92,
93, 94] for general surveys about WSNs), but over the last decade they have gradually become
invaluable tools in many disciplines from structural health monitoring, to building automation,
to industrial automation, or even the smart electricity grid. As this field further develops, there
will be a need for simple and standardized automated data acquisition and control mechanisms,
but also ad-hoc manual or mobile interaction mechanisms. For most of these applications,
interoperability with existing network infrastructures will be vital.
Typical WSN applications were initially based on a sense, store, and analyse pattern. Sensor
nodes transmit the data they gather to a base-station (also called sink) where the data is stored
and subsequently analysed by domain experts. A typical example of this pattern is the
“Macroscope in the Redwoods” project [95] where sensor nodes were deployed on several
redwood trees in California and monitored various environmental factors such as temperature,
humidity, and solar radiation over long periods of time.
With the growing usage of WSNs in different areas (e.g., military, environmental, health and
home applications), continuous monitoring and immediate event detection became an important
requirement as well [92]. As embedded systems keep improving, more processing power and
smaller energy use will enable monitoring environments with higher sampling rates. As a
consequence, it is very likely that sensor networks will soon become key instruments to observe
large-scale phenomena with high temporal and spatial resolutions.
Much of the existing research in the WSN domain addressed specific problems in small-scale
deployments such as minimizing energy consumption [96, 97], routing algorithms and MAC
protocols [98], or programming paradigms [99, 100, 101]. Because little attention has been paid
so far to higher level issues such as interoperability and simpler programming models, most
projects still operate in isolation and are incompatible with each other. However, as concrete use
cases for these technologies appear and become financially viable, new research objectives for
the WSN community have appeared, for example support tools for developing, deploying, and
debugging large-scale applications. Besides, the need for sharing device data and services with
more actors and users also increases; therefore scalability, robustness, and openness are
becoming critical requirements [102].
According to the IP for Smart Objects Alliance (IPSO) [103], an increasing number of
embedded devices will be supporting the IP protocol. Many physical objects will therefore be
able to connect to the Internet, especially as IPv6 and its embedded variant 6LowPAN reach
mainstream acceptance. The convergence of NEDs and the Internet provides new design
opportunities, as digital communication networks will soon not only contain virtual data
(images, text, etc.), but also data and services from physical objects. IP-based sensor networks
have become widely adopted as a way to provide interoperability both with existing networking
infrastructure and with existing equipment [104, 105, 106, 107, 108]. Unfortunately, even
though IP provides a common networking layer for increased interoperability and evolution of
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the system, application-layer interoperability is by no means guaranteed although it is the
crucial element for building scalable distributed applications on top of heterogeneous devices.
Because the number of embedded devices with built-in Internet connectivity is growing
exponentially, it is very likely that in the near future there will be more NEDs on the Web than
humans. The combination of increased processing power on NEDs and the flourishing of robust
and easy to use frameworks for developing Web applications will make it easy to fast prototype
Web applications that spread from browsers and servers into the real world. However, to realize
the vision of a global network of NEDs, devices will need to be fully integrated with the
existing Web infrastructure. This means NEDs shall support the same protocols and behave just
like any other Web resources. Using Web standards to interact with NEDs will make it much
easier to merge the real world with existing Web content and physical things could then be
bookmarked, browsed, queried, or shared just like any content on the Web.
At the core of the World Wide Web (WWW) lies the HTTP protocol, which was designed as a
substrate for building a distributed hypermedia system for linked multimedia documents [109].
As demonstrated by the tremendous success of the Web, loosely coupled approaches offer the
greatest scalability, robustness, and evolvability. In recent Web 2.0 applications [110], the focus
has been on the user and on user-generated content, and many applications (and especially the
data and services within them) were made accessible via open Web APIs. This has lowered the
barrier for programmers to build Web mashups, which are hybrid applications that combine
content from various sources, as for example the Chicago crime maps [161].
The Internet of Things [164] (IoT) provides a vision in which the Internet embraces everyday
objects in the physical world. Items are no longer disconnected from the virtual world, being
controlled remotely and acting as physical access points to Internet services. Beyond the
Internet of Things where no unique application-layer protocol has gained widespread adoption
(i.e. has become a standard), the Web of Things1 vision proposes to leverage the widely used
Web standards as the common application protocol for improve reliability. This bridges the
fields of Web technologies and embedded sensing into a unified vision where the Web's wellknown standards and tools are leveraged to seamlessly blend NEDs with the existing Web
infrastructure. The Web of Things is a viable solution to build more scalable, open, and flexible
NED applications for various reasons:
•

•

1

First, full integration of devices (as opposed to only integrating their data or using a
Web page to control them) allows treating devices and their services just like any other
Web resource. This makes it easy to tap directly the expertise accumulated over the last
two decades in building massively scalable Web sites, but also benefit from other tools
and techniques widely used on the Internet such as caching, linking, search,
authentication, or scripting among others. In other words, native Web integration allows
devices and NED applications to directly leverage the Web with minimal effort.
Second, native integration diminishes the costs to network heterogeneous devices as the
Web infrastructure is already in place: TCP/IP is omnipresent, Wi-Fi routers are
ubiquitous in occidental households, and Web standards are efficient, well known, and
used by millions of developers and billions of users. HTTP is a highly versatile and
omnipresent protocol thanks to its simplicity, powerful and scalable Web servers are
freely available as open-source projects, HTTP clients and libraries exist for virtually
any programming language and platform. Furthermore, using Web standards to interact
with devices makes it possible for the applications built upon them to benefit from the
system properties introduced by the modern Web architecture such as scalability,
evolvability or simplicity.

See: http://en.wikipedia.org/wiki/Web_of_Things
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Third, Web applications are often simpler and faster to develop than classic desktop
software applications. Current software for real-world integration and business
applications are tailored for specific use cases, thus are often too rigid and closed to be
customized by end-users easily. In a large ecosystem of networked devices, one could
use a higher-level, declarative approach to rewire and recombine data, in particular use
tools commonly used to develop Web mashups.

Tightly coupled back-end systems using proprietary or optimized protocols [163] will remain
the most desirable choice for high-performance systems with specific requirements (as for
example in the industrial automation or banking domain). Nothing prevents the functionality of
these systems to be exposed on the Web using a high-level API to hide the complexity and
underpinnings of the closed back-end. However, much simpler loosely coupled approaches are
to be preferred for tasks where latency and throughput are less of a concern (which represent
most use cases in building automation or environmental monitoring), because of their inherent
flexibility and intuitive use.
Allowing people to easily reuse and combine data sensed by different devices anywhere around
the globe will lower the entry barrier for developing monitoring applications. The loss in raw
performance induced by choosing HTTP over optimized protocols is largely compensated by
the seamless Web integration, a simpler programming model, and by the availability of tools,
techniques, and expertise in building robust, secure, and massively scalable Web applications.
With more than 50 billion connected devices predicted to be online by the end of the decade
[162], object management is going to be a big challenge. Objects will produce data that needs to
be combined and analysed alongside structured data, application logs, customer info, and social
media streams. Exposing physical objects as service objects in the form of high-level services
requires that the back-end that manages their data, representation, and interfaces can scale out
according to the needs of the object population. The integration of Internet of Things (IoT),
Internet of Services (IoS), and Internet of Content (IoC) will only increase the size of big data
problems. Data management and structuring for cloud-scale infrastructures is dominated by two
different industrial solutions: BigTable [111] from Google, and Dynamo [112] from Amazon.
Both of them are key-value structured storage systems and provide good scalability properties,
and beyond their creators, other cloud-services companies have adopted them, such as Facebook
and Yahoo!, to manage their large datasets. Their alternative open-source solutions are
Cassandra [113] (derived from Dynamo) and HBase [114] (derived from BigTable), both from
Apache. Other popular alternatives in the field of the so-called NoSQL databases are CouchDB
[115] and MongoDB [116] which are both document based. In the case of CouchDB documents
associated to keys are stored as JSON records, while in MongoDB documents are stored as
BSON data. Finally, CouchBase Server [117] groups into one single project the NoSQL
principles of CouchDB with the in-memory key/value caching capabilities found in Memcached
[130].
As for large-scale data processing, the existing solutions can be divided based on the approach
taken: real-time (streaming) or batch processing.
In the field of batch data processing, Microsoft proposes Azure [118] as an application platform
for the cloud, based on the Windows Azure operating system, offering basic services, like Azure
SQL, .NET services, and means to link to Windows Live. The Manjrasoft Aneka [119] platform
is oriented to .NET and offers a cloud/grid platform for authentication/authorisation, dynamic
resource allocation, and accounting. Some runtimes implement support for several programming
models that aim to facilitate not only the management but also the development of massively
parallel applications. The MapReduce programming model, introduced by Google in 2005 [120]
aims to support distributed computations for huge datasets on large clusters. Some runtimes that
support the execution of MapReduce applications are the Google MapReduce runtime [120],
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Hadoop [121], provided by Yahoo! and backed by many companies, such as IBM, Amazon,
Facebook, etc. Dryad [122] was a research project and the response of Microsoft to Google’s
MapReduce, aiming to subsume other programming models such as relational algebra. Some
works already introduced the notion of QoS management for data analytics workloads, such as
in [123, 124, and 125], extending similar concepts presented in [126] and [127].
Regarding real-time stream processing, two popular alternatives exist. One of them is the Storm
Project [128], a distributed, reliable, and fault-tolerant stream processing system, which was
open sourced by Twitter after acquiring BackType. Distributed by the Apache Software
Foundation, Apache S4 [129] is the data streaming alternative, supported mainly by Yahoo!.
In recent years, in-memory key/value stores have gained momentum. It started with the
extensive use of Memcached [130] for session caching in web applications. Other commercial
solutions came to compete with Memcached after that, with some of them delivering some
impressive performance properties. The Memcached protocol has prevailed in many situations
as the way to follow for performing CRUD operations on key/value stores. Some solutions
provide specific architectures for addressing the problem of storing large amounts of data in
such a way that it can be quickly processed, as addressed in [131]. Finally, in the last years,
some solutions based on the integration of in-memory key/value stores and NoSQL back-ends
have appeared. The most representative case is CouchBase Server [117].

2.2 Progress Beyond the State of the Art
In COMPOSE, the objects will be exposed as high level services. For such purpose, each object
will be represented in the two repositories planned for COMPOSE: the object registry and the
object data store. The former will store the object representation, basic information, and
semantic data. The latter will be used to store any object-generated data. Both data stores will
have to offer flexibility to deliver linear performance scalability with the number of objects as
needed to provide constant response time. The data stored in both data stores will be retrieved
through data digestion layers, that is, high-level services that will get access to data management
primitives and will provide customizable views of data. For that purpose, basic Domain Specific
Languages (DSLs) will be leveraged to express, with minimal complexity for the service
developers, such data processing primitives. The approach taken in COMPOSE will either be
extending well-known data processing languages such as Apache Pig [132] or to develop new
ones based on DSL development frameworks such as Scala [133] specifically aiming the needs
of the use cases. At the same time, any object generating real-time streams of data will be
associated with real-time distributed data processing mechanisms that will allow for the storage
of digested data only. In other words, the deployed services will be allowed to express data
processing primitives that will transform object-generated raw data into the defined data model.
For that purpose, the same DSLs mentioned above will be leveraged. Interaction with physical
objects will take place though the Web of Things approach: APIs based on web technologies
(RESTful when possible) will be leveraged to sense and actuate the objects.
The object store might represent the most demanding component of the COMPOSE
architecture, thus there will be a concentrated effort to make it extremely scalable and extensible
to meet the demands of a highly dynamic and continuously growing environment such as the
Internet of Things [162]. To achieve that goal, both data repositories will be designed as a multilevel key/value storage architecture. In COMPOSE we will define multiple layers of key/value
stores according to the characteristics of existing storage devices (i.e. RAM, Flash, and
Mechanical disks), allowing for an adaptive performance that scales linearly with the number of
connected devices. In-memory key/value stores will be combined with state of the art NoSQL
technologies to produce such a novel architecture, not existing in currently existing
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technologies. New caching strategies will be explored to operate in fully distributed modes,
providing critical reliability and scalability properties needed for the COMPOSE marketplace.
Aggregation, filtering, and joining of data in the object store will be handled with cloud-scale
data analytics solutions, such as MapReduce. Data management primitives will be expressed
using newly developed Domain Specific Languages (DSLs). The DSLs will be developed and
the primitives will be deployed with the services. The COMPOSE framework will transform the
primitives deployed with the services into data access strategies on top of the multi-level
repositories. New advances will be required to extend such runtimes to support processing large
amounts of data while observing QoS requirements imposed by objects and services, especially
in the scope of on-the-fly integration and processing of heterogeneous multi-party information
to provide near real-time services exploiting data streams coming from sensors. While work on
data management and structuring exists, the goal of proposing new mechanisms for Internetscale data management for a huge network of service objects poses new challenges when a
multi-level architecture is considered, such as consistency, replication and performance
management.
Services will have the option to be deployed with associated real-time data processing
primitives. Such primitives will be expressed using Domain Specific Languages (DSLs) and
will be translated into stream processing units that will digest object-generated raw data into
data suitable to be stored. Changes in the services, or deployment of services with different
needs will have to be handled by the COMPOSE runtime.
The data models selected to store object data will be enhanced to work with semantic data,
keeping in mind that semantic composition will have to be supported. As a result, on-the-fly
data model changes should be supported also.

2.3 Baseline Technologies
COMPOSE will build on top of existing state-of-the-art technologies. In particular, in the scope
of the Objects as a Service work, we will start exploring the following ones:
REST (for the Interfaces)
REST (Representational State Transfer) is the architectural principle that lies at the heart of the
Web. Rather than being a technology or standard, REST is an architectural style that attempts to
increase interoperability for a looser coupling between the various components of distributed
applications. In REST, a client issues a new request when it is ready to make the transition to a
new state. Requests and responses are relative to the transfer of representations of resources. A
representation of a resource is a document that represents the current or intended state of a
resource. REST leverages the underlying principles of HTTP for the interactions between
clients and servers, and consists of a set of constraints that defines how distributed applications
should be built. In REST, Interactions happen directly with data instead of ready-made services
wrapped around the data. This offers more flexibility for developers to access data in a neutral
format and with a finer granularity. Interfaces are usually fixed, and each resource supports only
a set of fixed operations that rarely change. Therefore no need to regenerate all the clients/stubs
after each change, as would be the case with SOA. Thanks to these properties, resourceorientation allows more scalable and robust architectures, and for this reason REST defines the
core architecture of the modern Web and emphasizes the use of the Web (and of its central
protocol HTTP) as an application protocol, and not only as a transport protocol. Web
applications that comply to the REST architectural style are said to be RESTful.
Data Back-End
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CouchBase Server integrates an in-memory key/value store (memcached) and a NoSQL backend (CouchDB) to provide a novel approach to the field of horizontally scalable databases. The
communication between Memcached and CouchDB is performed through a custom C library
interface to the CouchDB files, instead of the CouchDB original RESTful API. In fact there is
not a direct communication between Memcached and CouchDB, but the Couchbase storage
engine called ep-engine [95] ('eventually persistent') makes use of the CouchDB library in order
to achieve persistence. This library provides functions to do all the operations available in the
REST API and those functions deal directly with the database document files instead of using
CouchDB as an engine. The Couchbase Server is completely compatible with the memcached
protocol. To search and aggregate information stored within CouchDB database, views are used.
Views convert the individual documents in the database into a list of information. CouchDB
will be extended to work on a multi-layer storage platform (including slow HDDs, SSDs, and
RAM), and therefore will require the development of new consistency and performance
management strategies and algorithms. Also, it will be adapted to work in the COMPOSE
architecture to provide the desired scalability properties required by the project, with mixes of
real-time and historic data. Additionally, it will be extended to support the presence of
embedded data management primitives within the services deployed.
Streaming
The two dominating distributed stream processing frameworks, Apache S4 and BlackType
Storm will be the starting point technologies to be considered. Both offer similar capabilities,
but it will have to be studied how they can be leveraged to perform the automatic translation
between service-defined data management primitives into stream processing graphs.
DSLs
In general, a Domain Specific Language (DSL) provides a high level language specifically
suited for one problem domain, which allows the runtime system or the DSL compiler to take
advantage of domain specific optimizations designed to exploit the specific structure and
characteristics of the domain’s problems. Language virtualization allows implementing a DSL
embedded into a host language to leverage as much infrastructure and features as possible from
the host language.
In COMPOSE, different options to define DSLs will be explored to find the best trade-off
between flexibility and simplicity for the COMPOSE use cases. Different technologies will be
evaluated from the point of view of the needs identified in the use cases. Options will go from
more static and simple solutions such as Apache Pig [132], to more complex approaches such as
the Scala framework [133], which provides language virtualization support and generates Java
byte-code so that the resulting program runs in the JVM execution framework.

3 Service-oriented Software Engineering
Service orientation [179] has increasingly been adopted as one of the main approaches for
developing complex distributed systems out of reusable components called services. Realizing
the potential benefits of this software engineering approach requires semi-automated and
automated techniques and tools for searching or locating services, selecting the suitable ones,
composing them into complex processes, resolving heterogeneity issues through process and
data mediation, and reducing other tedious yet recurrent tasks with minimal manual effort.
Research in this area therefore spans a large number of aspects, such as services descriptions
and representation, communication protocols, service discovery, service composition, and
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service orchestration, to name the main ones. In the remainder of this section, we cover the state
of the art in each of these topics and indicate the contributions that will be made by COMPOSE.

3.1 State of the Art
3.1.1 Service Description Technologies
The initial work towards exposing IT services in the Internet was largely dominated by the Web
Service Description Language (WSDL, [180]) and SOAP [181]. WSDL was created specifically
for this purpose and was subsequently extended with the WS–* standards and composition
languages [135] to provide further capabilities (e.g., orchestrations, security, transactions, etc) to
service-oriented solutions [134, 136]. Recently, plain and simple Web technologies (HTTP,
XML, and JSON), which underlie machine-oriented Web applications and APIs, are
increasingly being used to provide access to distributed software seamlessly, constituting simple
and “lightweight”2 service-oriented software, commonly referred to as RESTful services—when
they follow REST principles [143]—or Web APIs in general.
Independent from the technologies adopted, the systematic development of service-oriented
applications remains less agile than initially anticipated. The fundamental reason for this lies in
the need for software developers to devote significant labour to cover the life-cycle of services
and applications. Semantic Web services research has tried to alleviate these issues by
combining services with semantic technologies that can support a higher level of automation. A
number of conceptual models and service annotation mechanisms have been devised to this end,
which includes, among others, the Web Service Modelling Ontology (WSMO) [139], OWL-S
[140], WSDL-S [141], which was subsequently simplified and standardised through W3C as
SAWSDL [166].
The evolution in this area is leaning toward simple semantic models that can support higher
levels of automation while retaining and minimizing the overhead related to crafting and
processing the semantic descriptions. This focus on simplicity is also evidenced by the
increasing adoption of Web APIs for which the community has still not agreed on a standard
description technology, despite a number of proposals, e.g., WADL [142], hRESTS [144], and
SA-REST [182]. Final trends in this area are the increasing integration of services with linked
data [145]—dubbed linked services [147]—and the inclusion of business oriented aspects in
service descriptions, e.g., USDL [183, 184].

3.1.2 Service Discovery
Universal, Description, Discovery and Integration (UDDI) [148] is perhaps the best-known
effort to support the publication and discovery of WSDL services on the web, although it was
discontinued in 2006, mainly due to a lack of support for expressive queries. On the basis of the
aforementioned conceptual models, several researchers have worked on enhancing service
registries, especially UDDI, using semantic technologies [149]. Additionally, much research has
been devoted to improving the performance or expressivity of discovery algorithms and also to
exploiting machine learning and information retrieval techniques to deal with less precise
descriptions and to bring additional flexibility to the matchmaking process [149, 150, 151].

2

“Lightweight” is used here to indicate the (perceived) low amount of infrastructure support
needed when building RESTful services.
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Work on Web APIs discovery is less mature. Perhaps the most popular directory of Web APIs is
ProgrammableWeb, which at the time of this writing lists about 8,500 APIs. This directory is
based on the manual submission of APIs by users and currently provides simple search
mechanisms based on keywords, tags, or a simple prefixed classification, none of which are
particularly expressive. APIHut [185] is a platform that increases the accuracy of keywordbased search of APIs compared to ProgrammableWeb or plain Google search, although it does
not provide richer discovery mechanisms able to discern between services, operations, inputs
and outputs, as necessary for supporting effective discovery.
iServe is a public linked services discovery platform that unifies service publications and
discovery on the Web, through the use of lightweight semantics. iServe, previously introduced
in [186], builds upon lessons learnt from research and development on the Web and on service
discovery algorithms to provide a generic semantic service registry able to support advanced
discovery over both Web APIs and WSDL services described using heterogeneous formalisms.
iServe is, to the best of our knowledge, the first system to provide advanced discovery over Web
APIs comparable to that available for WSDL-based services.

3.1.3 Service Composition
Service composition aims at providing solutions for requests that cannot be answered with
existing services by dynamically discovering and composing services. To this end, a set of
services have to be located according to their provisioned functionality, capability, context and
dependency, in order to be combined to fulfil the request of the user. A survey on some of the
main concepts and approaches in this area can be found in [154]. Existing approaches differ
considerably on the basis of their capability to carry the composition at runtime (dynamic
composition), the use of semantic descriptions to support the composition, the ability to monitor
the execution and react or adapt accordingly, e.g., to maintain a certain Quality of Service, or to
support transactions.
Among the most advanced approaches to supporting the automation of service composition, one
can find those based on process algebras, semantic technologies, and AI planning algorithms.
Some of these approaches have been surveyed in [155]. Fujii and Suda [156] also suggest a
means for exploiting semantic descriptions to deal with highly dynamic and mobile
environments featuring vast device heterogeneity like the IoS.
Work on service composition is tightly bound to composition languages, that is, languages that
allow defining complex workflows out of existing services. An extensive survey of some of the
main languages can be found in [157]. Among the main proposals, Business Process Execution
Language for Web Services (WS-BPEL, [67]) is worth mentioning and has become, to a certain
extent, the de facto standard within industrial settings. More recently, researchers have tried to
accommodate Web APIs and provide new means by which non-experts could define simple
workflows, also called mashups. In this last generation of approaches, we can cite, for instance,
Bite and Yahoo! Pipes among the most relevant [158].

3.1.4 Service Orchestration
Once services are composed into workflows, the resulting processes needs to be executed. Most
work in this area has focused on the development of workflow engines that can interpret the
process descriptions and carry out their enactment in a centralized engine.
Chafle et al. [135] discuss run-time issues related to decentralized orchestration of composite
Web services. The main issues highlighted concern the correct and efficient distribution of a
workflow specification and the corresponding error handling. The authors' proposition focuses
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on an efficient protocol for engine-to-engine communication, designed to avoid potential
deadlock and error handling, as well as the corresponding recovery infrastructure. Nanda et al.
introduce a code-partitioning algorithm, which can be deployed to distribute a Web service
composition [159]. In this work, the main objective of its algorithm is to maximize the
throughput of multiple concurrent instances and to minimize the communication costs.
Another relevant work was introduced by Liu et al. who provide an integrated framework able
to deal with the lack of a general method to realise cross-platform distributed applications [137].
Finally, Barret and Pahl describe distribution patterns, i.e., reusable composition patterns that
express how a composed system is to be assembled and subsequently deployed [160]. They
allow modelling the distribution of a system and ipso facto facilitate meeting of varying nonfunctional requirements.

3.2 Progress Beyond the State of the Art
3.2.1 Service Description Technologies
Given the latest trends both surrounding services deployment on the Web as well as the related
research efforts, COMPOSE will build upon and enrich the work done on linked services mostly
initiated within the SOA4All project (see Section 7). COMPOSE will thus support both WSDL
and Web APIs and will integrate these with linked data technologies, enabling services to
process, produce, and be described as linked data. Particular emphasis will be put on Web APIs
for their increasing popularity for sensor data and Web content publication. Linked services
descriptions will be aligned and extended with sensor-specific description approaches (esp.
[187]) to properly support the integration and management of objects. Finally, we shall envisage
the inclusion of rules, e.g., expressed using RIF [188] to provide further capabilities such as
services reactivity and the means to provide services’ business logic in a declarative and
decomposable manner.
The infrastructure will be complemented with novel solutions for the automated identification of
services and a best-effort approach to the automated generation of annotations and additional
metadata characterizing the services at hand in order to provide semantic descriptions of the
services found in terms of the kind of service, the data provided, and some general assessments
about their reliability, the quality of their data, etc. To this end we shall devise novel
information extraction and semantic annotation algorithms able to process, wherever possible,
the existing descriptions of services including for instance their HTML documentation, as well
as machine learning algorithms for the automated characterization of services based on the data
provided and previously encountered examples.

3.2.2 Service Discovery
Irrespective of the approach, service discovery has essentially been based on centralised
repositories. That is, they assume all the descriptions are locally available. In contexts like the
IoT, in which a large number of service objects and services will be available in a largely
distributed manner, assuming a central registry for all the service description is not realistic.
Additionally, most discovery engines are solely able to discover WSDL services that are not
prevalent on the Web. In COMPOSE, we will build upon iServe, which provides state-of-the-art
(semantic) discovery algorithms, to develop a distributed discovery engine able to provide
advanced discovery support over Web APIs and WSDL services in highly distributed settings.
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Semantic matchmaking algorithms will be extended and improved to provide efficient and
scalable distributed discovery. At the lowest infrastructure level, the discovery engine will
exploit the notion of a Distributed Hash table (DHT) in order to provide a distributed and highly
efficient look up system supporting continual node arrivals and departures as well as failures.
The discovery of services by a user or an application has traditionally been an activity
essentially triggered by the consumer, may this be at design time by a developer, or at runtime
by an application using what is often referred to as late binding capabilities [147]. While this
functionality indeed covers the most typical usage scenario, i.e., one whereby the developer or
application knows exactly what type of service is required, it does not enable other highly
valuable complementary usage scenarios. For instance, it does not promote or contribute in any
way to application innovation since users are only driven by their initially anticipated objectives
and therefore hardly explore the use of other services that could potentially be valuable for the
objective sought [189]. Similarly, traditional discovery techniques do not directly cater for the
continuous improvement of applications that could be achieved by continuously and
dynamically changing the service(s) used on the basis of their currently exhibited behaviour or
simply the availability of more suitable services at a given moment.
In the scenarios contemplated in COMPOSE, situations where a service disappears at runtime,
its quality degrades, or a new more adequate service is made available, will be very frequent and
must therefore be adequately accommodated. We shall devise a novel service recommendation
engine that will provide continuous proactive advertising of services to users and applications
based on the knowledge about i) the actual application being executed or developed, ii) the
services used in the past in similar applications and others available in general, iii) previous
actions of users.
At the infrastructure level, the service recommender will rely on the highly efficient, distributed
and scalable infrastructure with notification support in order to quickly determine situations
where potential improvements may be obtained by replacing services, and it will subsequently
trigger the appropriate notification to the application layer. At the component level the
recommendation engine will combine content-based and collaborative filtering techniques over
services, applications, and users in order to determine potentially interesting services both at
design time and at runtime [154]. Notably, we shall leverage the information automatically
derived about services while discovering them as well as previous usage of services in other
applications in order to better characterize the services as well as the users and their preferences.

3.2.3 Service Composition
Within COMPOSE, we will work on facilitating service composition by end users. We shall
therefore develop (semi)automatic algorithms for service composition, based on lightweight
semantic descriptions for service objects and services. We shall build upon state-of-the-art
solutions for service composition based on semantic technologies but will retain a level of
simplicity on services descriptions that can lead to good results with reasonable computational
requirements for scalability reasons. The solutions we will devise will target highly
heterogeneous settings (e.g., WSDL, Web APIs, heterogeneous sensors) and we will focus on
supporting the deployment of the resulting workflows in a distributed fashion to maximize the
scalability and reactivity of systems as necessary for dealing with real-time data coming out of
sensors.
In order to cater for the dynamicity, scale and heterogeneity faced in the project we shall
develop an assisted service composition engine able to provide efficiently semantically
compatible service compositions of highly heterogeneous services. To this end, we shall
i) leverage the use of Linked Data for capturing service descriptions and sensor networks,
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ii) devise a novel approach to service composition based on the opportunistic interleaving of
traditional semantic composition algorithms with our efficient dynamic semantic service
discovery, iii) enhance the composition algorithm with advanced caching and dependency
indexing mechanism to ensure an efficient execution, iv) combine the system with our advanced
security analysis infrastructure in order to automatically provide an assessment of the level of
security of the composition.

3.2.4 Service Orchestration
The ambitious goals of COMPOSE require sophisticated techniques for the orchestration of
workflows such that i) services and service objects can easily be combined within processes,
ii) services and objects can be dynamically replaced at runtime to cope with variable
availability, requirements, and context, and iii) support for maximizing the scalability and
performance of the execution even in scenarios involving a large number of devices that may be
disconnected for periods of time.
To achieve these goals, we shall build upon [134] and [136] and shall leverage the advanced
discovery algorithms that will be devised in the project to support the replacement of services at
runtime, based on changing conditions. We will devise a novel distribution algorithm able to
decompose the execution of workflow and efficiently deploy it over numerous objects with
variable capabilities, in a manner that would allow an efficient distributed execution of
workflows. The solutions devised will incorporate security mechanisms to ensure the validity of
the executed process and the privacy of the data exchanged.

3.3 Baseline Technologies
The basis for service descriptions in COMPOSE will be the SOA4All technologies WSMOLite which builds on the standard SAWSDL, and hRESTS/MicroWSMO for describing
RESTful APIs. Within the semantic annotations in these descriptions, we will use RDFS and
OWL ontologies, with the possibility of expressing rules with RIF. Example ontologies already
available for semantic annotations of services are the vocabularies for Semantic Sensor
Networks and for Provenance (PROV-O).
For service discovery, the baseline is the discovery functionality in iServe, which includes
RDFS and SKOS functionality classification matching, input-output matching, and text-based
similarity search.
For service composition and orchestration, the main baseline technologies will be the work of
Pfeffer et al. [134, 136].

4 Scalable Communication Infrastructure
4.1 State of the Art
Commercial systems, including large scale cloud infrastructure and IoT serving systems, are
continuously growing in scale, heterogeneity, and complexity. This direction poses challenges
for the back-bone clustering infrastructure used for providing continuous availability and
internal communication within such systems. At the very centre of such systems lies a scalable
communication technology which provides services to maintain information related to group
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membership as well as scalable group communication mechanisms of varying patterns among
participating nodes. In environments such as anticipated by COMPOSE, with ample
communication requirements and complex services and applications composed from more basic
services, we have to overcome scalability challenges intertwined with fast detection and
notification of failures. We intend to build and improve on the wealth of prior art that exists in
this area.
Scalable communication infrastructures in general and peer-to-peer systems in particular, are the
subjects of active research. A good summary with a large number of references can be found in
[7]. The tendency towards a peer-to-peer architecture grew hand in hand with the scale and
distribution of envisioned systems and applications, partly due to its cooperative resource
sharing nature. Some of the main benefits of such systems as described by Rodrigues et al. [1]
lie with their independence from specific infrastructure and the lack of a centralized control
point. We plan to make use of a peer-to-peer architecture which is up to the requirements
imposed by the platform and services using it. It shall be a loosely coupled system that self
organizes and self-adjusts according to run-time events and characteristics such that no central
authority is needed to manage and control proper system behaviour.
In recent years, as the size of commercial systems and applications continued to grow, the need
for scalable and thus self-managing communication infrastructure has intensified. In particular,
peer-to-peer systems have become popular and have been widely used in main stream domains
such as cloud computing components rather than only in the file sharing niche they captured in
the past. A summary of the latest trends in the cloud computing area can be found in [2]. One of
the finding in that study points to peer-to-peer technologies as one of the prominent means for
handling the demands of growing systems scale. Overlay networks represent one of the
available and promising peer-to-peer technologies. Numerous overlay network examples can be
found in [3], [4], [5][6], [13], [14][15]. An overlay network, in our context, is one which
maintains full access within a group of processes, from any process to any of its peers, without
necessarily having physical connections between all members of the group. Our aim is to be
able to efficiently provide all envisioned services while maintaining a small amount of physical
links between members of the group. Prominent examples of such systems include Chord [13]
which is one of the first published Distributed Hash Tables (DHT), and has set the path for
many to follow. In Chord consistent hashing is used to clearly identify an element's location
within the ring. Chord maintains a successor and predecessor for each location for correctness,
and adds a finger table to enhance lookup performance. The fingers are selected in a
deterministic manner thus forming a structured overlay. Chord's flat architecture hinders
scalability and it's structured overlay design is targeted towards more stable environments than
envisioned by COMPOSE. We intend to borrow some concepts from Chord, and extend as
necessary, especially to attain higher scalability. An additional similar effort is Pastry [14]
which handles a WAN connected system. Kelips [15] is another proposal for a DHT based on
peer-to-peer technologies. Their unique point is to enhance system stability by sacrificing more
participants' memory space and communication bandwidth, by constantly replicating indexing
information as a background task. The system enables communication of membership updates
rather quickly and should tolerate the existence of weaker nodes in the group. Astrolabe [81] is
another example of a peer-to-peer system mainly used for management of large clusters and
readily provides information regarding distributed resources, by creating a hierarchically
distributed database which is kept up to date as the underlying information changes, and may be
used for real-time data mining. In addition, Araneola [3] presents a scalable and reliable
application level multicast system for highly dynamic wide-area environments. In this work an
unstructured overlay topology is built, maintained, and used for transmitting by a gossip
mechanism application level multicast messages. We plan to use such concepts and enhance
them in a manner suitable for the platform, requirements, and envisioned workload and access
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patterns at hand, by employing a hierarchical structure and adequate internal structure and
relaxed semantics.
One of the most significant services provided by group communication systems is a
membership service. Such a service provides a view of the currently active members of the
group. For proper functioning, a membership service must identify failing members, receive and
disseminate information concerning nodes leaving or joining the group, as well as discover new
nodes that have become operational or connected. Currently existing membership services do
not scale to the level envisioned by COMPOSE [18]. One of the manners that are used to reach
high scale is to relax system semantics and guarantees. Naturally, this has to be well understood
by users of such a service and should satisfy their needs. There are various membership services
with varying level of semantics and guarantees, as detailed in [7]. The stronger the semantic
guarantees provided, the lower the level of scalability achieved by such systems. Thus, systems
providing a consistent membership service even under advanced concepts such as virtual
synchrony [8], scale up to a few hundred nodes. Commercial group communication systems
have been built on the basis of virtual synchrony [9], and we intend to learn from such
experience as well. Virtual synchrony is a consistency guarantee for view-based group
communication systems which ensures that all messages have been received by all surviving
members of a view before embarking on a new view. Such a consistency guarantee is important
for a certain kind of applications, but is a stumbling block for scaling. Thus, we plan to relax the
semantic consistency guarantees in order to achieve higher scale. There exist known efforts to
relax semantic guarantees to achieve higher scales. For example, [9] provides eventually
consistent views, due to its conclusions that devising a distributed failure detector is hard and in
reality exhibits problems in a scale larger than a few dozen nodes. A popular example of this
direction is the Cassandra distributed storage system [11], created for the management of a large
amount of distributed structured data possibly residing within failure prone commodity servers,
while providing a highly available service. This service is designed not to have a single point of
failure, and scales efficiently to a couple of hundred nodes. Our goal is to reach higher levels of
scalability, thus among other mechanisms we intend to employ relaxed consistency guarantees,
namely eventual consistency. In further efforts to scale beyond this size, there exist protocols
such as SCAMP [12], which is a scalable membership protocol, providing randomized partial
views. Such a system may scale up to tens of thousands of nodes, but the utility and robustness
of partial views is rather limited, so that only a specific and narrow set of applications can make
good use of such guarantees.
Many such systems are built around a “gossip” mode of communication [16], in which members
of the group exchange membership and potentially additional information periodically. As
explained by Allavena, scalability of such a fault tolerant infrastructure is achieved by relaxing
the strong reliability guarantees in exchange for probabilistic guarantees. One of the tasks of a
membership service is to detect faulty members. Such systems are extremely robust and easy to
implement, but are somewhat slow at detecting and reporting members failures [17], and tend to
generate traffic even when no membership changes occur. As explained by Gupta [17] scalable
failure detection in a distributed environment is a challenge that needs to be addressed for runtime efficiency. Moreover they claim that traditional heart beating schemes are inherently not
scalable. We plan to learn from such lessons and design a scalable distributed failure detector,
with adjustable levels of accuracy, which shall satisfy applications needs without overwhelming
system resources. We intend to make use of such building blocks while improving and adjusting
them to the specific scale and needs of our system.
Traditional membership algorithms are flat and thus inherently raise a scalability issue. In order
to enhance scalability a couple of methods called for a hierarchical membership scheme.
HiSCAMP [18] offers a hierarchical construct which is dynamic, and self-organizing designed
to work well in a rapidly changing environment. Their method takes into consideration the
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underlying network topology and delivers partial views both on a local and a global scale.
Census [19] describes a platform for building large-scale distributed applications, providing a
membership service and a multicast mechanism by describing a hierarchy that takes into
consideration the geographic location of the nodes. Their core algorithms are based on
achieving consistent views within different nodes within their system. The system was
evaluated to scale to a hundred thousand nodes. We advocate a hierarchical scheme that
emphasizes fast failure detection and eventual consistency for scalability.
Another family of algorithms are tree-based. One such proposal, by Varma [20] described a flat
tree-based algorithm, which scaled up to 1024 nodes. Tree-based algorithms tend not to exhibit
good properties when faced with multiple simultaneous failures. Moreover, a failure of the root
leads to problematic behaviour patterns until the tree can be re-built. We intend to improve on
such schemes in our design by having redundant paths between nodes and thus handle
gracefully more than a single failure at a time with no notion of a specifically designated root.
The issue of fast and accurate failure detection has been tackled in [82]. In this work it’s
claimed that failure detection time is the crucial component of the recovery process, and that
accuracy of such detections should be assured, even at the price of killing a functioning process.
In order to achieve their goals they call for constructing a layer of spies which guard different
levels of the system and having each layer guard its following one, such that in case a system
part needs to be killed, the smallest component is killed. We agree that failure detection time is
crucial thus we call for fast failure detection schemes to be implemented even in a highly
scalable potentially hierarchical peer-to-peer system.
The system we envision will tie closely together the membership services, via its underlying
topology, with the group communication services running on top of it. The topology will be
constructed in a manner that will enable efficient messages routing for different kinds of
communication paradigms, such that different services can be built for the use of other platform
components. Such services may include publish / subscribe and DHT. In addition, due to the
scale we envision a semi-autonomous system that will need very little human configuration to
get started and will be able to continue normal operation under different kinds of failure
scenarios without human intervention. Thus, the system will exhibit many self-* characteristics,
such as self-organization and management.

4.2 Progress Beyond the State of the Art
One of the major goals of COMPOSE is to design and develop a scalable and fault-tolerant
communication network that will provide a basic infrastructure for connecting service objects
and services to (i) connect all service objects into the marketplace of services, (ii) support
service discovery and lookup, (iii) share information, and (iv) control and manage distributed
marketplace services. Thus, we aim to alleviate existing system scalability problems by
providing a highly scalable clustering infrastructure, based on peer-to-peer technologies. This
system will provide its services both to higher-level applications as well as to the platform
runtime. In order to reach the scale anticipated we aim to support eventual consistency
guarantees in conjunction with a hierarchical design. This overcomes two of the main obstacles
to system scalability, namely the stricter semantic guarantee, which is easy for programmers to
handle but hinders performance and scale, and the flat architecture. Moreover, we aim to reduce
the overhead incurred by such systems when no changes have taken place. We envision a “grow
as you go” design such that the infrastructure will work equally well from small to large scale,
and will not assume only a large scale design point. Smaller installation will not have to suffer
the consequences of having a robust system at large scale as well. We propose an underlying
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layer which supports application fault tolerance in conjunction with a platform promoting high
availability schemes including proper placement and load balancing.
We will advance the state of the art in scalable communication infrastructure by designing the
basic networking infrastructure of the marketplace in way that it will leverage the storage and
computational resources available in participating nodes to execute various operations and
services required by the service objects participants. Such an “edge computing” concept will
harness the power of participating entities, such as smartphones, in order to distribute
computations widely among the participants, and have the processing take place as close as
possible to the data location or the end-user location. This will make the infrastructure resilient
to faults and attacks, as it will be completely independent of the existence and availability of a
centralized entity. Dealing with the heterogeneity of participating objects, namely smart objects,
composite services, in addition to the more traditionally handled computing elements such as
applications, servers and VMs is another angle in which we plan to advance the state of the art.
Moreover, different entities may use different communication mechanisms, which is an
additional challenge to handle in a uniform manner. In that respect special attention will be
given to smartphones, by putting in place the necessary mechanisms to deploy, manage, and
monitor services over smartphones.
We anticipate exposing several services for the benefit of other entities running on the
COMPOSE platform, as well as for the platform management itself. These services are designed
to provide a great deal of autonomy to the components themselves. Services envisioned include
a membership service (including fast and efficient failure detection), and group communication
services such as scalable publish / subscribe and DHT. Publish / subscribe enables application
level multicast at scale (we opt for the broker-less variation), while a DHT service, enables large
scale indexing and search / discovery capabilities, such as needed for search for service objects,
services and their associated data. Additional potential services include a convergecast
mechanism (a sort of a reverse broadcast), which enables efficient collection of information
from participating nodes. Services provided by this layer will be readily available for use by the
run-time component, which will allow it to take more informed decisions concerning issues
such as components replacement. Thus, all services combined will portray a unified source of
control, management, and information distribution. The exact set of services and their priorities
will be set by the requirements of other COMPOSE components
Our design calls for increased scalability while not paying a high performance penalty,
including fast failure detection and notification, and handling gracefully multiple simultaneous
failures.
We envision a hierarchical peer-to-peer design. The building block will consist of a group,
which is expected to be somewhat similar to that of Chord or Symphony [83]. Thus, each node
is connected to a small amount of its peers, and its successor(s), and exchanges information with
them using a gossip style mode of communication. For efficient routing, as needed for group
communication services, we envision marinating peer connections, building a topology that will
ensure efficient routing (be it deterministic based on node identities or semi-probabilistically).
All members of the group will have access to information concerning all other members of the
group, but will not necessarily hold all the information kept up to date continuously. Group
communication services will operate throughout the entire group, regardless of full or partial
information exchange between the communicating nodes.
We will focus on designing a system that is self organizing, thus automatically adapts to change,
requires almost no manual operations, and simplifies objects addition/deletion to reduce the
management overhead and ensure a sufficient level of scalability. Finally, the COMPOSE
infrastructure will also handle heavy-churn scenarios, since service objects may join/leave the
system at an unpredictably high rate. We anticipate that new requirements, such as supporting
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special discovery capabilities, monitoring, and search, will be placed on this layer by the
COMPOSE system.

4.3 Baseline Technologies
We aim to start constructing the COMPOSE scalable communication service from a research
asset developed by IBM Research which provides membership and several flavours of group
communication services in a modest scale of a few hundred nodes. Having built a couple such
systems we have gained vast experience of varying algorithms as well as pros and cons of
several design choices along with the adequacy of different approaches to meet different sets of
requirements.
As we go through the process of defining requirements for the platform itself and the different
components thereof we will extract the set of services that are required from the scalable
communication infrastructure. Based on the expected workloads and access patterns we will
employ the most adequate approach to meet the needs. For example, within the underlying
topology of the peer-to-peer topology we will have to choose between semi-structured or
unstructured underlying topologies. Such decisions will stem from the churn level anticipated in
the system. There are several options on the table in terms of existing technologies, at different
levels of evolvement and maturity, starting from a conceptual and algorithmic level all the way
to existing prototype level code.
It is anticipated that we will have to add a hierarchical infrastructure on top of existing
technologies. In addition there exist skeletons of group communication services using an
underlying membership service, but all these will need to be enhanced and made to work well in
a far more scalable environment which includes a hierarchical inter-dependent set of groups.
In addition, current technologies call for embedding a piece of software within each
participating node. We will have to investigate and determine whether this is the most adequate
way to move forward in our foreseen environment, or rather call for a change in methodology in
which a representative daemon runs on each node and have different components, such as
services and objects, running on that node register with it. The local daemon in turn will monitor
the registered entities and will represent them towards the rest of the group. Such a methodology
may be used in conjunction or as alternative implementation to achieve high scalability levels.

5 Security
The main focus of COMPOSE is the Internet of Services and its interaction and coupling with
the Internet of Things and Contents. COMPOSE will therefore concentrate on the application
layer and on the data that is processed. Further, in order to provide an effective security
framework, we must also consider platform and network security. For this purpose, this project
is going to discuss the applicability of existing solutions and adapt them if necessary.
Additionally, the feasibility of existing mechanisms in the information flow domain will be
investigated and the techniques known from this research area will be integrated in COMPOSE.
The next section will outline how the application and data focus in COMPOSE provides a
research direction which has mostly been disregarded in previous work. As the body of
literature in this field is very big, in particular in the information flow analysis domain, this
section will focus on technologies which have been developed in projects or settings which are
comparable to COMPOSE and its specific architectural characteristics.
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5.1 State of the Art
Security has been discussed extensively in the research domain of the Internet of Things. Many
security solutions have been proposed, these mostly concentrate on communication security.
The EU project IoT-A [69] is a good example for this observation. As a consequence, the
security of the Internet of Services has also mostly been analysed with a strong focus on
communication security for Web services. The attacks discussed, analysed, and mitigated in this
area mainly focus on message, targeting stateless Web services, XML structures and services
processing XML, or service states to circumvent a pre-defined business logic [59]. This fact is
also reflected by tools such as TulaFale [35] which is based on ProVerif [36]. They use abstract
interpretation of SOAP messages exchanged between Web services to validate secure
interaction.
However, as explained above, the focus of COMPOSE is application and software centric.
Therefore, this section will mainly review frameworks which highlight secure execution
environments and ensure the appropriate processing of security critical data, the protection of
platform resources as well as other applications running in the same environment.
A project which is similar to COMPOSE is MobiCloud [53], whose security framework is
mainly focused on the network layer and enforces classical security properties for node
communication. Techniques such as attribute based encryption, context-aware routing, etc. are
features of this security framework.
To protect nodes from malicious service executions and to isolate services from each other,
virtualization techniques are used. Comparable to most existing approaches, applications in
MobiCloud use different trust layers to obtain different capabilities such as access control. This
resource- and node-centric approach is emphasised by security policies which are specified for
nodes.
The project iCore ensures security by enforcing classical information security properties
through access control mechanisms and cryptographic primitives [31]. It also aims at the
resource level to enforce integrity, confidentiality, authenticity and non-repudiation. Thus, iCore
also lacks the ability to dynamically enforce information security properties of data which is
processed in dynamic service compositions. As soon as data is released at the resource level
iCore loses the ability to control data usage.
Such elaborate monitoring capabilities required for usage enforcement techniques are foreseen
in the EU project SOA4ALL. However, SOA4ALL only provides a high-level specification of
security properties and policies [75]. They are seen as pure non-functional properties. While
such a classification is admissible, it does not suffice to specify efficient and effective
enforcement mechanisms. Finally, although many security properties can be enforced using
runtime monitors they do not provide the ultimate solution. Monitors on their own cannot
guarantee the information flow security goals targeted in COMPOSE.
This lack of information has been removed by the OMTP and the BONDI initiative in various
specifications [63, 64]. However, also BONDI is similar in the level on which security
enforcement is applied. Security requirements and policies, and therefore also their
enforcement, are specified at a coarse-grained resource level. This granularity has been shown
to be unfeasible for many applications in the Smartphone domain and appears to be problematic
for modern application development involving a lot of security problems.
Despite this observation and many attempts to actually enhance or correct systems which
implement similar security frameworks, the wholesale application community (WAC) adopted
BONDI but did not notably enhance it [78]. It also offers an API-based security model and

© D1.1.0 Progress beyond state of the art

Page 24 of 48

FP7-317862—COMPOSE

Collaborative Open Market to Place Objects at your Service

isolates device capabilities and access to resources by using a middleware approach. The latter
is a runtime environment for so called “widgets”.
The secure WebOS application delivery environment project webinos adopted most of the
concepts of the WAC architecture and specification. It aims at a unified user interface on
different platforms to encourage users to specify their security needs [49]. Further, webinos
claims to provide better solutions to prevent attacks which are almost identical to so-called
“confused deputy” attacks [48, 39, 51, 52] known from popular application runtime
environments such as Android. The effectiveness of their solution has not been investigated yet.
Webinos also focuses on access control as an enforcement mechanism to ensure information
security. The access control mechanisms deployed in webinos are slightly more advanced in
comparison to those applied in iCore or MobiCloud. The user can specify contexts in which
access should be allowed [50]. However, this mechanism still suffers from its coarse granularity
at the API level and at the enforcement point. Once access to a resource has been granted, the
entire resource is accessible. Additionally, the processing of data is not controlled by webinos.
Usage control cannot be enforced with such an architecture.
The FP6 EU FET project BIONETS followed a different approach. We mention this project
here because some partners involved in COMPOSE have also been engaged in BIONETS, thus
this know-how can easily be carried forward to COMPOSE. BIONETS was facing similar
questions as it had to deal with dynamic service compositions which may change dynamically
depending on context and performance. However, BIONETS’s approach to compose services
with specific security properties was based on analytical methods guided by security
requirements for data items. As compositions were based on models, validation techniques
using a model-checking approach [34, 58] were used to verify security properties of service
compositions. Rewriting methods [38] which are comparable to inlining mechanisms [47, 55,
27, 56] for reference monitors were deployed to eliminate potential, statically detectable
security problems. The applicability of this approach to the crowd-sourcing domain, which is
very similar to COMPOSE, has been demonstrated as well [72].
AVANTSSAR [26] follows a related paradigm to implement security, which is similar to the
techniques envisioned in COMPOSE. Modern validation and verification techniques from the
static analysis domain are deployed in AVANTSSAR [37]. They do not only support the
automated verification of service compositions but, based on security patterns, they also support
the secure development of applications. For this purpose a high-level security specification
language called ASLan has been developed. It uses expression from Linear Temporal Logic to
describe security properties, and it is claimed to be a super set of WS-BPEL [67].
The tools applied in AVANTSSAR detect different vulnerabilities. SATMC [28, 60] deploys
bounded model checking to analyse trace-based security properties on inter service
communication. SATMC basically validates specific security properties of communication
protocols between application components. It successfully detected a SAML vulnerability
which affected popular mobile phone vendors. Another tool used in AVANTSSAR [40]
automatically generates mediators to ensure data security properties. Although COMPOSE also
strives for the deployment of static analysis techniques on service compositions AVANTSSAR
misses the flexibility and granularity required in scenarios like those contemplated in
COMPOSE. The automatically validated workflows are fixed. Thus, the composition lacks
flexibility and cannot account for a dynamically changing context. Furthermore, fine-granular
flow properties as pursued in COMPOSE are out of the scope of AVANTSSAR.
Also the FP7 project Aniketos - Ensuring trustworthiness and security in service compositions does not increase flexibility [79]. It basically enhances and refines the capabilities of policy
specification languages and tools developed in AVANTSSAR. Compositions patterns are used
for a secure development process. These can be verified in MATTS, which is a user front-end
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for validating security compositions. The composition plan defined by the developer is checked
against predefined patterns and suitable feedback is communicated to the developer. In
COMPOSE, the use of static security patterns is not feasible to correctly validate the usage of
data as the security requirements for components may change depending on the data processed.
Consequently, ensuring data security properties in Aniketos is restricted to access control. Thus,
although Aniketos also deploys related security by contract mechanisms and monitor inlining
techniques [29] as projected in COMPOSE, the techniques appear not to be feasible to ensure
security-related flow properties. Instead, COMPOSE is going to use similar mechanisms [38,
72, 73] which offer a higher flexibility through their focus on data items.
Aniketos checks service compositions after they have been generated. The FP7 project
ASSERT4SOA has chosen a different approach and defines secure composition patterns [68].
They support the developer in directly discovering insecure compositions. This approach is
similar to the mechanisms envisioned in COMPOSE. It also uses a specification language which
defines side effects and preconditions of composition modules. The main difference to
COMPOSE will be the way such compositions are verified. As COMPOSE operates on the data
level, security patterns will not be sufficient.
Aniketos also targets the certification of security properties of software services [71]. It allows
for the certification of the behaviour of service components. Using secure composition patterns
specific security properties can be assumed also for specific compositions. This characteristic is
desirable as it simplifies software verification and reduces the related effort. However, the
security properties currently verifiable with such an approach do not expand to security
properties of data which have to be maintained in COMPOSE.

5.2 Progress Beyond the State of the Art
Today’s perimeter-driven security has obviously reached its limits since state-of-the-art
platforms like distributed Web applications or smart-phone platforms simply fail to provide
suitable perimeters. Consider a business application running in an Android platform and a
BYOD (“bring your own device”) scenario: Neither a functional view, nor a communication
view, not even a combination of both, provides a useful basis for defining or even verifying
security properties in advance, since relevant specifics of the execution platform and the actual
interaction of the application in question at run time with other applications simply cannot be
determined in advance.
This situation resulted in the re-discovery of information-flow analysis [70] in security:
Obviously, a data-centric view and properties thereof are an adequate approach to compensate
for the effect of the dynamically “moving” security perimeter. One fundamental problem,
however, still remains and gets even more difficult: When verifying security, what are the
properties to aim for? Unless we overcome the need for statically defined properties fixed in
advance, we will hardly be able to secure such real-life applications in a useful manner, i.e.:
without being overly restrictive and therefore prohibiting practical acceptance of such security
solutions.
COMPOSE will overcome this by tackling the problem at its source; we automate the process of
deriving security-related properties of applications. This automated analysis will be used to
investigate the data flow compliance of generated service compositions running in the
COMPOSE framework. Additionally, we will also ensure that dynamically injected data whose
security requirements change during runtime are processed according to their security
requirements. Thus COMPOSE will not only ensure communication and platform security but
also guarantee the correct processing of security critical data in the COMPOSE back-end as well
as in the customer devices.
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In that respect, COMPOSE also introduces a new dimension in the security response:
Unattended Adaptive Security. While automatic patching mechanisms and autonomic security
parameter tuning are well known in the security community [41, 47, 55, 56, 57], automatic and
unattended manipulation of networks and services to guarantee specific security properties
move towards a new dimension. As we consider this dimension to be indispensable for
COMPOSE, we will aim towards its realisation.
Information flow analysis requires a magnitude of resources. As the proposed methods have to
run on a large number of dynamically changing services and potentially on IoT-devices,
efficient, on-the-fly mechanisms have to be supported. COMPOSE will use and extend existing
and well-known mechanisms, such as incremental static analysis [74, 80], lazy abstraction [32,
33, 34, 43] staged information flow analysis [42], as well as program slicing [77, 76, 61]
techniques. Also hybrid systems which combine and extend popular mechanisms of the
software analysis domain [30, 46, 45, 65, 66] are foreseen. While there are some examples of
these hybrid combinations their extensive use is still missing in particular in systems and
marketplaces comparable to COMPOSE.
In addition, COMPOSE will enhance its market components with processes which also allow
for the efficient certification and validation of information flow characteristics of applications
offered by the market. Here, COMPOSE is going to use inspirations from the proof-carrying
code paradigm [62]. It will be adjusted in such a way that flow characteristics are efficiently
verifiable. Here, COMPOSE will develop a novel process in which the proof generation is
independent from the flow policies specified for the information processed by an application.
As analytical processes in application markets are often not scalable, COMPOSE will
investigate methods known from the variability-aware analysis [54] to efficiently verify security
properties of data flows in systems which may run arbitrary combinations of applications.
To support the above processes, COMPOSE will also couple the analytical processes with a
data provenance framework. This will not only induce and enhance existing policy and API
specification languages but also require the definition of new runtime environments.
Additionally, new efficient monitoring mechanisms will be required to develop a scalable and
distributed architecture able to track data and their appropriate usage.
The further refinement of the security perimeter envisioned by COMPOSE comes at a price. It
induces an analytical as well as a runtime overhead which will be investigated in COMPOSE.
However, the dynamics, flexibility, and variety of applications enabled by the Internet of
Services demand such fine granularity. Otherwise, existing security mechanisms will either be
insufficient to protect users and their private data or too restrictive for the development of the
future Internet.

5.3 Baseline of Research
The security architecture in COMPOSE will rely on static analysis mechanisms and dynamic
enforcement technologies mainly guided by the provenance and usage of data.
To ensure information security properties we will use frameworks which support the concept of
sticky usage control policies. An implementation for Android which defines and enforces such
policies during initial access time, is already available and can be adjusted accordingly [178].
During the lifecycle of a COMPOSE application, it can be used to provide usage control
policies for data in the analysis as well as execution phase of applications.
Furthermore, our techniques to track the security state of information processed by an
application can be based on a real-time policy tracking mechanism which has also been
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developed for the Smartphone operating system Android [177]. The COMPOSE core, will
enhance these tracking mechanisms by mechanisms which also accumulate additional
information such as origin and use of data. As our real-time tracking mechanism is a central
lightweight monitor, we can also deploy it on “things” which contribute or process data in
COMPOSE.
Based on the user-specified security requirements for data and based on the provenance of data,
COMPOSE will deploy different types of analyses. To analyse applications running on
COMPOSE “things” we will build on mechanisms we have developed for Android applications.
These static analysis methods are able to analyse bytecode and detect control or information
flows which leak private information to remote locations, which alter data in unauthorized
ways, or which perform unauthorized system actions. The nature of this analysis is lightweight
and can also be integrated in devices with less powerful computational resources. Further it is
independent of the source code of an application. This additionally increases the flexibility of
our security framework. Thus the adaptation to the runtime environments and application
framework used in COMPOSE will be focus of our work. The actual analysis framework for
Android is currently under development but is about to be published.
To increase precision and flexibility of our analysis, we also extended the configurable program
analysis (CPAchecker) framework [174] to Android bytecode. We will use it to provide static
attestations for applications which can be verified on even resource constraint devices
contributing to COMPOSE. Of course, the choice of static analysis frameworks deployed in this
project will also depend on the technologies used to implement the COMPOSE framework.
Here, our expertise includes SOOT [172], WALA [175], Jif [176], and LLVM [173]. This puts
the analytical tasks on a broad basis. As the latter approaches and the CPAchecker can also be
applied to the source code of an application we will be in a good position to integrate tools
which support the developer with implementing applications with required security properties.
The work on automatic reconfiguration of applications to inline security reference monitors will
resort to mechanisms we also have designed for Android applications, to frameworks which
have been developed in the EU projects BIONETS and WebSand, and to approaches we have
developed using the aspect oriented programming paradigm.

6 Marketplaces and App Stores
6.1 State of the Art
6.1.1 Marketplace and App Store Ecosystem
Marketplaces and app stores have become the new rage in the evolving world of technology and
lifestyle, with the development of leading apps stores and touch screen devices becoming
essential tools in everyday life. According to Gartner, in January 2013 Apple’s App Store
reached more than 40 billion app downloads with nearly 20 billion in 2012 alone. The Apple
App Store has over 500 million active accounts and had a record-breaking December with over
two billion downloads during the month [170]. This incredible development indicates continued
strong demand for mobile app content. They also mentioned that Apple’s market share is the
largest, considering its App Store accounts for 25 per cent of available apps in all stores [21].
But times have changed: the overall number of apps available is driven by an increasing number
of stores in the market today that includes platform owners, device vendors, communication
service providers (CSPs) and others who want to offer mobile app services as planned by the
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COMPOSE Open Marketplace. These stores will see their combined share of total downloads
increase, but demand for apps overall will still be dominated by Apple, Google and Microsoft.
Besides this small number of major app stores, Gartner analysts believe that there are also stores
from third parties that attract users with their brands or take advantage of the lack of dominant
players in some markets. For example in China there is a boom market of independent Android
stores, due to the lack of presence of Google Play and 'weak' stores from CSPs. Gartner expects
to see more new entrants to the market, aiming to deepen relationships with their customers
and/or to capture some of this growth market. Especially in this diverse environment
COMPOSE will enhance the current situation with a cross-platform solution which is open for
apps, objects and services.

6.1.2 Marketplace Solutions and Features
Most current app stores are selling native applications. The evolution was initiated by the Apple
App Store (iTunes Store) in 2003, but the massive investments and the sustained efforts by all
competitors in this market shows the significance of such provider-driven platforms, which
allow for third-party app deployment and sales. Virtually every mobile OS is highlighting its
own take on the mobile application storefront. Marketplace solutions differ in primary
indicators, like the way applications are structured, which search options exist, whether
applications can only be bought on the phone or also on other devices (supporting crossplatform app deployment), and whether any recommendation systems and rating functionalities
are supported. These store solutions, coming from such competitive companies as Apple,
Google, Palm, BlackBerry, Nokia, and Microsoft, are notably similar in appearance and
performance. They promote similar feature sets, for both users and developers, despite having
arisen from fundamentally different models of operation, business (in-app purchasing and
advertising), and ecosystems, as well as from development approaches.

6.1.3 Web Market and Apps
App stores have recently entered the Web market, with Web applications or widgets, which
attempt to combine the best from the Web and mobile in terms of being integrated (providing
the convenience and rich interaction of traditional native applications), discoverable, and
linkable. Furthermore these applications are built using standard Web technologies, such as
HTML, CSS, and JavaScript to achieve platform independence. Therefore Web applications as
an alternative to platform-dependent native apps can mitigate developer concerns to some extent
[22]. In the past, mobile Web techniques hardly caught on due to usability issues. Supporters of
Web technologies now claim that with more powerful processors in the smartphones and more
capable mobile Web browsers that support some of the newer standards such as HTML5,
usability will improve. HTML5 provides capabilities that are very close to native capabilities for
supporting audio, video, user interfaces, and offline support for computing using local data
storage. The EU funded project webinos (FP7 project no. 257103) addresses this Web approach
by delivering an Open Source platform for Web applications across mobile, PC, home media
and in-car devices [23]. It cannot be denied that cross-platform technologies are changing the
market for manufacturers, CSPs, developers and users. To conclude the COMPOSE Open
Marketplace will follow this trend and help the above mentioned stakeholders to develop,
deploy and advertise platform-independent apps, objects and services.

© D1.1.0 Progress beyond state of the art

Page 29 of 48

FP7-317862—COMPOSE

Collaborative Open Market to Place Objects at your Service

6.2 Progress Beyond the State of the Art
6.2.1 Concept
The COMPOSE project will enhance the state of the art in app stores for native applications by
providing an environment in which not only applications but also service objects and services
can be traded. COMPOSE promotes a novel concept of trading services and service objects by
sharing their interfaces between 3rd party applications which are able to run in the context of
other users who are not the owners of the service object itself. COMPOSE will provide software
components for managing the access rights for each smart object connected to the marketplace.
On top of that, COMPOSE will give the owner of the object the full control to monitor the
history of each application that accesses the service object and to update the associated rights
and rules for accessing the service at any time.
Furthermore, the COMPOSE project will enable the information stemming from such objects to
be integrated into software components, and smart objects to be dynamically controlled by
services actuating on them. The COMPOSE open marketplace is then expected to contribute to
the creation of a new generation of app stores that will enable developers to create services
interacting with, and acting on, the real word through leveraging services for smart objects.

6.2.2 App Usage and Distribution Analytics
COMPOSE will further integrate automated application analysis mechanisms into its market to
support the efficient and automated detection of malformed applications. In addition,
COMPOSE will also enable developers to design secure applications a priori. As existing
analysis frameworks are mostly general and target holistic solutions, COMPOSE will
complement such processes with additional information, such as semantic descriptions of APIs
or labelled data, and focus on specific data-centric security issues. This will help to advance
such analytical processes towards being fully automated. Additionally, the COMPOSE open
marketplace will enable mechanisms for tracking and measurement of app usage and
distribution. These analytics can be used as feedback for developers but also for app ratings and
recommendations.

6.2.3 Cross-device Apps and Cross-platform GUI
The COMPOSE open marketplace will address cross-device apps such as mashups of service
objects and services to be used not only on smartphones, but also on desktop computers, set-topboxes or TV sets. The challenge, which applies equally to users, developers, and CSPs of an
app, is to support as many terminal devices as possible. Users would like to access individual
services on all of their devices whereas the CSP would like to make the service available with as
little operational effort as possible. COMPOSE open marketplace will facilitate the convenient
creation, administration, distribution, and updating of apps for a variety of terminal devices.
Thus, the COMPOSE open marketplace can be accessed via smartphones (Android, Windows
Mobile, iOS), set-top boxes / TV sets (CE-HTML, HTML5) as well as tablets and desktop
computers (Web browser, W3C widgets) of different manufacturers in order to use apps, rate
and purchase them, as well as to get recommendations.
COMPOSE will provide a cross-platform presentation layer for the open marketplace. The
frontend of the open marketplace will provide several graphical user interfaces (GUI) for a
variety of terminal devices. Furthermore, the open marketplace GUI will be designed for users
without any programming experience and will be implemented using Web technologies
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(HTML5, JS, CSS). To access the open marketplace, users don’t need to install any software
clients; the open marketplace will be accessible from anywhere using a traditional Web browser.

6.2.4 App Discovery
Finding new apps involves time and effort in today’s App stores. This issue is of particular
interest for developers searching for sensor data, linked data and services in repositories of IoT
platforms. COMPOSE open marketplace will ease this by offering smart search for interactive
app and service objects, and service discovery. The marketplace will use app ratings, reviews,
tags, and usage data to offer more than just a keyword-based search like today’s stores.
Therefore, COMPOSE will exploit modern recommendation algorithms, social and semantic
technology, and interactive data visualization schemes to provide interactive, fun, and
innovative ways to discover relevant apps.

6.2.5 App Distribution
As outlined in Section 6.2.3, COMPOSE open marketplace will support a variety of terminals
ranging from smartphones and tablet devices to desktop computers and TV sets. This enables
users to execute their apps on the specific device they would like to use the app on in a certain
situation. The synchronization of app data allows for seamless switching from one device to
another. COMPOSE will address future extensions for the open marketplace, for example a
single app can also be used across different devices simultaneously in a multi-modal fashion
forming a personal mobile cloud (such as playback on TV, input on a smartphone). The webinos
project already researched and developed suitable solutions and concepts for such kind of
extensions. So COMPOSE will elaborate these research findings regarding future reuse for the
open marketplace.

6.2.6 Developers SDK and IDE
The COMPOSE project will support a development kit (SDK) and an integrated development
environment (IDE) for developers that contains the necessary application programming
interfaces (APIs) to implement services and apps for the open marketplace. Furthermore,
COMPOSE provides developers with access to the features of the open marketplace for service
and application discovery and deployment as well as analytics for app usage and distribution.
The IDE will provide tools that support developers in virtualizing real-world objects such as
camera, RFID, parking sensor, traffic sensor, etc. for deployment into the open marketplace.
From the business perspective, the COMPOSE open marketplace will also let app developers
define flexible feature-based access policies for their apps as a way to monetize their provided
service. So developers can integrate flexible licensing with their apps. In addition to established
licensing schemes, a CSP can define flexible licensing models for promotional and other
purposes.

6.3 Baseline Technologies
The COMPOSE project aims to extend the latest research findings in cross-device and crossplatform app stores of Fraunhofer FOKUS. Fraunhofer developed the Megastore that enables
application deployment across devices and platforms. Developers can provide their applications
for a broad range of terminals including mobile phones, set-top boxes, TV sets and desktop
computers. Beside cross-platform support, Megastore implements a variety of innovative app
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deployment features. Furthermore Megastore supports a Graphical User Interface (GUI) for a
variety of the before mentioned terminal devices. Megastore applies standard Web technologies
such as JavaScript, CSS, HTML5 and CE-HTML for TV sets/set-top boxes. This cross-platform
GUI is already deployed as webinos Apps Application Store for the webinos project [190]. The
webinos Apps Application Store provides an easy way of publishing web-based and especially
webinos applications (W3C Widgets) for mobile phones, desktop computers and set-top boxes.
This is the same approach as COMPOSE will implement the open marketplace. Based on this
work COMPOSE will develop the open marketplace concept. However under the premise that
the open marketplace will be built up on several layers (service objects, composed services and
applications) it should therefore be expected that much work remains to be undertaken in the
requirements and specification tasks. Aspects for application sharing and deployment will be
taken into account from research work that is already done in the domain of future app store
models [171].

7 Comparison and Progress with Respect to Other
European Projects
In this section, we highlight three European projects, namely SOA4All, iCore and webinos,
which are particularly related to COMPOSE, and we describe how the work planned in
COMPOSE complements and/or builds on the work of those projects.

7.1 SOA4All
SOA4All (http://soa4all.eu/) was a 3-year Large-Scale Integrating Project funded by the EU
Seventh Framework Programme, under the Service and Software Architectures, Infrastructures
and Engineering research area, running between March 2008 and February 2011. The project
aimed at realizing a world where billions of parties are exposing and consuming services via
advanced Web technology: the main objective of the project was to provide a comprehensive
framework that integrates complementary and evolutionary technical advances (i.e., SOA,
context management, Web principles, Web 2.0 and semantic technologies) into a coherent and
domain-independent service delivery platform.
The SOA4All project developed Linked Services, a framework for dealing with services on the
Web [165], following the Linked Data principles, which essentially dictate that every piece of
data should be given an HTTP URI which, when looked up, should offer useful information
using Web standards such as RDF for representing data and SPARQL to support online data
queries. Importantly, data should be linked to other relevant resources thereby allowing humans
and computers to discover additional information.
Linked Services build upon Linked Data and govern the way data sources and services are
described, discovered, invoked, and integrated. In a nutshell, Linked Services are services that
can consume and produce Linked Data and whose descriptions (such as their functionality and
input/output data types) are also published as Linked Data. Linked Services can easily be
integrated with existing Linked Data sources as both data and service interfaces are semantically
described according to shared vocabularies. The data from the Web of Data can be directly used
to invoke services. Combining Linked Services with Linked Data also enhances service
discovery due to the provision of semantic descriptions that include links to/from other datasets
and that are exposed using standards for data access and querying (esp. HTTP, RDF and
SPARQL). For example, based on the types of data in an application’s workspace, it is possible
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to exploit the semantic description of services inputs in order to obtain only services that can
process the available data.
The Linked Services approach is supported by several tools and the associated Linked Services
models, primarily developed in SOA4All:
•

•

•

•

•

•

•

•

•

iServe is an open registry for publishing and discovering Linked Services described
using the following models. With Linked Service descriptions, the iServe registry
transparently supports the discovery of heterogeneous services, without need to
distinguish between WSDL services and Web APIs. To support discovery, iServe
provides an extensible set of discovery algorithms that can be combined to create
custom-tailored solutions depending on specific needs.
Minimal Service Model (MSM), used in iServe as the core conceptual model, is a
simple RDFS integration ontology based on the principle of minimal ontological
commitment. Driven by Semantic Web best practices, the MSM builds upon existing
vocabularies, most importantly SAWSDL [166]. MSM is able to capture the core
semantics of both Web services and Web APIs in a common model, homogeneously
supporting publication, discovery and invocation.
WSMO-Lite is a lightweight ontology for describing four types of service semantics
(functional, nonfunctional, behavioral and information model). It allows service
providers to describe their service offerings so that a client can make an up-front
decision on whether and how to consume the service's functionality.
hRESTS is a microformat for marking up Web API documentation in HTML with the
MSM structure of a service description, extended with properties specific to Web APIs
such as the URIs of the resources and the HTTP methods allowed.
MicroWSMO is a microformat that extends hRESTS with SAWSDL-like semantic
annotations. In effect, hRESTS and MicroWSMO are the equivalents of WSDL and
SAWSDL for Web APIs.
SWEET [167] is a Web-based application that supports users in annotating API
documentation on the Web by using the hRESTS microformat. The tool works in two
stages: i) the HTML documentation of a given service is structured by identifying
services, operations, inputs and outputs; and ii) the structure is annotated with service
semantics in WSMO-Lite.
SOWER [168] is a tool which is similar to SWEET except that it is designed to
annotate WSDL files. The annotations are represented as SAWSDL annotations in the
underlying WSDL.
OmniVoke [169] is a tool that provides a simple interface which uses as input the URL
of a Linked Service and some RDF input data, and returns RDF data as a response.
OmniVoke provides: i) a single entry point for invoking any Linked Service; ii) a
generic client for invoking third party Web APIs independently of their intricate details;
and iii) a means for seamlessly integrating Web APIs and other Web services as Linked
Data producers and consumers. A distinctive feature of OmniVoke is its generic support
for invoking most types of Web APIs on the Web thanks to the use of semantic
annotations captured in iServe.
SOA4All Studio integrates iServe, SWEET, SOWER, and further components (e.g. for
service composition) in a unified tool suite.

7.1.1 Progress Beyond SOA4All
COMPOSE will build on the set of tools and languages developed in SOA4All and extend them
further in the following directions (summarized from the preceding sections of this deliverable):
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Linked services descriptions will be aligned and extended with sensor-specific
description approaches to properly support the integration and management of objects.
We shall envisage the inclusion of rules, e.g., expressed using RIF, to provide further
capabilities such as services reactivity and the means to provide services’ business logic
in a declarative and decomposable manner.
We shall devise novel information extraction and semantic annotation algorithms able
to process the existing service documentation, as well as machine learning algorithms
for the automated characterization of services.
In contexts like the IoT, in which a large number of service objects and services will be
available in a largely distributed manner, assuming a central registry for all the service
description is not realistic. In COMPOSE, we will build upon iServe to develop a
distributed discovery engine able to provide advanced discovery support over services
and resources in highly distributed settings, esp. by employing distributed hash tables.
We shall devise a service recommendation engine that will provide continuous
proactive advertising of services to users and applications based on the knowledge
about i) the actual application being executed or developed, ii) the services used in the
past in similar applications and others available in general, iii) previous actions of users.
To facilitate service composition by end users, we shall develop (semi)automatic
algorithms for service composition, based on lightweight semantic descriptions for
service objects and services. Using SOA4All models, we will retain a level of simplicity
on services descriptions that can lead to good results with reasonable computational
requirements for scalability reasons. We will also focus on supporting the deployment
of the resulting workflows in a distributed fashion to maximize the scalability and
reactivity of systems as necessary for dealing with real-time data coming out of sensors.

7.2 iCore
iCore (http://www.iot-icore.eu/) is a 3 years Integrated Project (IP) led by CREATE-NET and
funded under call FP7-ICT-2011-7-1.3. The project addresses two main issues related to the
design and deployment of services based on Internet of Things (IoT), which are:
1. The complexity arising from the huge number and heterogeneity of Internet-connected
Objects that will be part of the Future Internet (FI);
2. The complexity inherent in the provisioning of services based on IoT, taking into
account the different views of the different users/stakeholders (owners of objects &
communication means) and ensuring the proper application provisioning and business
integrity.
In order to tackle such challenges, iCore takes a “cognitive approach”, aiming at designing and
prototyping a cognitive management framework and associated functionalities for the Internet
of Things. Such a framework will abstract the complexity deriving from the technological
heterogeneity of the vast amounts of real world and digital objects, and will provide means to
easily build applications based on IoT. The cognitive part of the iCore platform will provide
self-management/awareness and learning functionalities, and will allow developers to easily
share and re-use service components based on IoT [85].
To validate the proposed solutions, iCore addresses a number of application domains covering
some of the most promising applications of IoT. In particular, it focuses on six main application
areas [84]:
•

“Smart Home: Social Sensors”: This application scenario is focused on the
functionalities and resources in the home and how they can collectively improve the
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quality of life of residents.
“Smart Office: Smart Meeting”: Smart Office environments (to be seen as the business
counterpart of Smart Home) aim at easing and improving the working activities and
productivity of employees.
“Smart Business: Consumer Moving Patterns”: The Consumer moving pattern service
can be used for tracking customers within supermarkets and malls.
“Smart Transportation: Transportation: Supply Chain Management and Logistics”:
promotes the applicability of the iCore concepts in the Smart Supply Chain application
domain.
Smart Living: Health Care Prison Security: The objective of this application scenario is
monitoring the security, controlling and tracking prisoners and their health condition in
a prison hospital
Smart City: IJKDijk: the use of IoT technologies for monitoring of dikes.

7.2.1 Progress Beyond iCore
COMPOSE will extend the work of iCore in the following directions:
•

•

•

•

•

COMPOSE will focus on the provisioning of IoT-based services through an open
Marketplace. The delivery of IoT-based services is therefore what characterizes most
COMPOSE, and requires to address specific issues such as e.g., scalability,
accountability, reliability, security, robustness, etc., which are not the primary focus of
iCore.
Computational and communication scalability: COMPOSE has the ambition to become
the reference technological enabling platform for the various stakeholders involved in
the development and deployment of IoT-based services. Scalability of both
communications and computation will then be one the key aspects addressed in the
design of the COMPOSE architecture, which will be based on a fully distributed
architecture. Novel No-SQL technologies will be used to ensure critical reliability and
scalability properties. This will be combined with a scalable P2P architecture to enable
handling the dynamic churn rates of objects.
Service description and representation: while for iCore the semantic reasoning is a way,
among various others, to extract knowledge from Objects, in COMPOSE this will
represent one of the main building blocks of the platform and of the standardization
activities. COMPOSE will support both WSDL and Web APIs and will integrate these
with linked data technologies, enabling services to process, produce, and be described
as linked data. This will be complemented with semantic service discovery technologies
which will provide advanced discovery support over Web APIs and WSDL services in
highly distributed settings.
Business perspective: the aim of COMPOSE is to provide a technological enabler for
the various stakeholders involved in the development and provisioning of IoT-based
services, starting from the community of developers. One of the objectives of the
project is therefore to create the most adequate software tools and facilities (e.g., SDK)
to unleash the potential and creativity of software designers and developers.
Standardization: COMPOSE will be active in standardisation activities, with special
focus on W3C (being a member of the consortium). We intend to build upon and extend
existing and upcoming standards, many of which are being developed at W3C. These
standards cover application programming interfaces (APIs) and communication
protocols.

© D1.1.0 Progress beyond state of the art

Page 35 of 48

FP7-317862—COMPOSE

Collaborative Open Market to Place Objects at your Service

7.3 webinos
The purpose of the webinos project is to define and deliver an Open Source platform, which will
enable web applications and services to be used and shared consistently and securely over a
broad spectrum of connected devices. In practice, this is more than the APIs on individual
devices. So, within a web-based scenario, the service should be able to potentially:
•
•
•
•
•

Run across devices and domains
Share preferences, status and synchronized information across multiple devices
This applies to device features as well – especially to use smart phones as input devices
Allow consistent access to developers
Manage user authentication, cross device events, metrics and application distribution
across devices.

The tagline of the webinos project is “Secure Web Operating System Application Delivery
Environment”, indicating that security (and also privacy) is a significant part of the project.
Some of the functionality already exists in proprietary implementations – for example Sky go –
which allows Sky subscribers to watch Sky TV on their designated iPhone and iPad devices.
webinos aims to do this and a lot more for the web across platforms by creating truly distributed
applications. In practice, this means for web based applications, webinos will allow for the
following:
•
•
•
•
•
•
•
•
•

Applications which make optimal use of the resources on the featured devices of TV,
Automotive, Tablet, PC and Mobile
Applications which interoperate over diverse device types
Applications which can make use of services on other devices owned by the same
person
Applications which can make use of services on devices owned by other people
Discovery mechanisms to find services, devices and people, on multiple interconnect
technologies – even when they are not connected to the Internet
Efficient communication mechanisms, that can pass messages over different physical
bearers, can navigate firewalls, and make sensible use of scarce network resources
Promiscuous communication mechanisms, that will find the best physical connection to
pass messages over (not just IP)
Strongly authenticated, communication mechanisms that work bi-directionally
And finally, implementing distributed, user centric policy:
o allowing the user to define what applications work on what devices,
o to define what information is exposed to other services
o and ensuring these capabilities are interoperable and transferable – ensuring a
user stays in control of their devices and their applications.

To implement functionality, webinos architecture introduces three components: the webinos
web runtime, the webinos personal zone hub (PZH) and the webinos personal zone proxy (PZP).
A webinos web runtime, is a special type of browser which is capable rendering the latest
JavaScript, HTML4/5 and CSS specifications. It is responsible for rendering the User Interface
(UI) elements of the webinos application. A webinos WRT must be able to access the webinos
root object from JavaScript. Via this root object the third party developer will be able to access
the webinos functionality. A webinos WRT differs from a normal browser or web runtime in
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that all extended JavaScript functions as well as some normal browser behaviours (such as
XHR) must be mediated by the webinos policy enforcement layer. The webinos web runtime is
tightly coupled to the PZP and presents environmental properties and critical events to the PZP.
In webinos, the Personal Zone is a conceptual construct, that is implemented on a distributed
basis from a single Personal Zone Hub (PZH) and multiple Personal Zone Proxy (PZP)s. The
webinos personal zone hub PZH provides a fixed entity to which all requests and messages can
be sent to and routed on – a personal postbox as it were. The PZH is also the authoritative
master copy of a number of critical data elements that are to synced between Personal Zone
Proxy (PZP)s and Personal Zone Hub (PZH) – for example certificates. The PZH enables
functionality like the creation of a User authentication service, secure session creation for
transport of messages and synchronization between the PZP and PZH. The PZH also stores the
policy files. The webinos personal zone proxy PZP acts in place of the Personal Zone hub, when
there is no Internet access to the central server. The PZP fulfils most, if not all of the above
functions described above, when there is no PZH access. In addition to the PZH proxy function,
the PZP is responsible for all discovery using local hardware based bearers (Bluetooth, Zigbee,
NFC etc.). Unlike the PZH, the PZH does not issue certificates and identities. For optimization
reasons PZPs are capable of talking directly PZP-PZP, without routing messages through the
PZH.
Thus, a webinos application has the following characteristics:
•
•
•
•
•

A webinos application runs “on device” (where that device could also be internet
addressable i.e. a server).
A webinos application is packaged, as per packaging specifications, and executes within
the WRT.
A webinos application has its access to security sensitive capabilities, mediated by the
active policy.
A webinos application can expose some or all of its capability as a webinos service.
An application developer is granted access to webinos capabilities via the webinos root
JavaScript object.

An application developer programs and packages the application according to the webinos
specification. They use the API to gain access to functionality. While much of the distributed
capabilities of webinos are transparent to the developer, the developer is able to access
functionality like discovery and service binding.

7.3.1 Progress beyond webinos
webinos supports sensor and actuator APIs for M2M applications. So the idea is obvious to
enable webinos applications for COMPOSE as well as to integrate webinos-based sensors and
actuators in the COMPOSE service objects concept. The webinos sensor and actuator APIs
provide the following capabilities:
•
•
•

The sensor and actuator services can be located in the user’s personal zone or be shared
on the current network
Sensors API: each sensor has a GeoPosition information, sensor’s configuration
(timeout, rate, etc.), sensor’s value can be get periodically or when it changes
Actuators API: support for switches, motors, thermostats, setValue function

Based on these APIs, COMPOSE addresses the integration of web-enabled devices, sensors and
actuators in two layers. The first layer addresses service objects such as sensors and actuators
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from the webinos M2M implementation. The second layer in COMPOSE reflects applications
which should be device and platform independent. Both layers will be targeted by webinos. To
conclude webinos applications as well as sensors and actuators will be adapted for the before
mentioned two layers of the COMPOSE marketplace.

8 Conclusion
This deliverable expands on the COMPOSE project Description of Work by further specifying
the relevant state of the art and our intended advances beyond that. This reflects the plans of the
COMPOSE project at its very beginning.
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